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ABSTRACT 
 
Recent industrial accidents have proved the need for considering also human acts in-
fluencing the safety of industrial installations. An understanding of human errors relies 
on an understanding of the cognitive mechanisms of human decision making. Different 
attempts have been made to build models of the human operator, but the models have 
mostly concentrated on single individuals and isolated tasks. The models developed are 
also descriptive and are not very useful in guiding the design of new systems. At pre-
sent there is no model, by which accurate predictions of the performance of a socio-
technical system can be given. It is necessary to develop new modeling techniques, be-
fore it is possible to model the human parts of industrial installations to such a degree 
of accuracy that it is possible to predict their safety. The chapter discusses afferent 
modeling approaches, their advantages and disadvantages in providing guidance for 
designing future systems. The chapter discusses also some general requirements on the 
modeling methods of human-machine systems. 

 

1. INTRODUCTION 

Early insights in the necessity of considering the human as a part of a system was, 
obtained during the second world war in the design of weapons systems. Development 
in the avionics field during the fifties displayed the importance of the dynamics of the 
pilot as a controller for the in-flight performance of aircraft. Research in the sixties 
produced many important results on the design of human-machine interfaces, which 
have been used in the design of the flight decks of present aircraft [1]. The developed 
ideas dissipated however only slowly to the process industries, in spite of an early un-
derstanding of the problems involved [2]. 

In spite of the slow utilization of human factors principles in the design of industrial 
control rooms, the nuclear industry got involved early. The obvious reason was the 
need for ensuring the safety of the nuclear power plants by avoiding human errors. The 
WASH-1400 report included an analysis of human errors possible in operating a set of 
buttons. The concern for human factors in the nuclear power plants led to a classic 
study of control room solutions in five operational plants [3]. In the report, critics were 
expressed towards the practical control room design solutions of the plants investi-
gated. 

The accident at the TMI-2 plant near Harrisburg in 1979, was the triggering event 
for much more activities in the human factors field. The accident commission identified 
three generic areas of deficiencies; control room design, operating procedures, and op-
erator training. The accident initiated many different upgrading actions in the opera-
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tional plant and the plants under construction. New regulations and improved guide-
lines for the control room design have been developed and it is now common practice 
to make a human factors analysis of the control room solutions as a part of the design 
project [4]. 

The actions of the nuclear industry to the deficiencies revealed in the TMI-accident 
have been straightforward and considerable improvements of the safety of the nuclear 
plants have been obtained. The awareness that human errors have an important contri-
bution to the safety of the nuclear power plant, has also introduced a deeper discussion 
of the human factors issues. The difficulty in ensuring the safety of complex socio-
technical systems has been discussed in the frame of "normal" accidents [5]. Techno-
logical accidents (Bhopal, Challenger, Chernobyl, Sandoz, Piper Alfa, etc.) have also 
demonstrated many difficulties involved in the design and operation of complex sys-
tems. One may even conjecture that accidents are necessary to reveal-deficiencies in 
the way technical systems are designed and operated. 

Systems analysis has a record of success in improving the, performance of technical 
systems by using different models. The modeling of socio-technical systems implies 
that suitable models are constructed also for the human part of the system. Unfortu-
nately it is very difficult to build reliable and valid models for describing how single or 
groups of humans will behave in different situations. Models available are qualitative 
and descriptive, which means that they hardly can be used for comparing relative mer-
its of design alternatives. To meet the demands of an improved safety for the increas-
ingly complex industrial installations, there is a need for developing new methods and 
tools, which would make it possible to model an entire socio-technical system within 
one framework. 

 

2. THE SYSTEMS ANALYSIS PARADIGM 

Systems analysis can be seen as the process of observing, modeling, and optimizing 
a system under consideration [6]. The target system is observed and experimented with 
and a mathematical model of the system is built. The mathematical model is used to 
optimize the performance of the target system by comparing alternate designs. A for-
mulation of a mathematical model will usually proceed according to the following 
phases: 

 
• definition of the purpose of the modeling exercise, 
• definition of the scope of the model, 
• definition of the model variables, 
• establishment of relationships between variables, 
• formulation of model equations, 
• validation and verification of the model, and 
• use of the model for the intended purpose. 
 
The purpose of the modeling exercise is to set the required scope of the model and 

thus its region of validity. The definition of the modeling scope includes a separation 
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between the model and its environment and a definition of the required accuracy of the 
model. A selection of model variables to be included and their relationships expands 
the modeling from a qualitative framework to quantified causal influences to be ex-
pressed as mathematical equations. The validation and verification phase aims at a 
demonstration of the correctness of the model and should be done with experimental 
data. 

It is common to make a separation between the structure of the model and the pa-
rameters of the model. Some parameters can be obtained by independent assessments 
of crucial system parameters. The model structure should ideally reflect causal influ-
ences between variables of the real system. For the calculation of system parameters 
from experimental data many techniques have been developed, but it is not always pos-
sible to find a parameter estimation method with the implied model structure of the 
causal interactions. Observational and experimental data are always related to more or 
less explicitly formulated models. 

 

system model

system environment

inputs outputs

 
 

Figure 1: The separation between the system and its environment. Interactions between 
the system and its environment are carried through the inputs and outputs of the sys-
tem.  

 
A model of a system and how it is connected to the environment can be illustrated 

with Figure 1. There are three different problems of systems analysis that can be identi-
fied. The first problem is an identification problem, i.e., a model is sought. The second 
problem is to search for the output of the system (simulate the system) when the model 
is given. The third problem is to search for an input (a control problem) which will give 
a wanted output. Any system theoretic problem is implicitly a control problem, because 
one is usually interested in finding an input giving the most favorable output. 

The three problems of systems analysis are suggesting three subproblems connected 
to the existence of a solution for the primary problem. The identifiability of the pa-
rameters connected to a certain model structure is depending on the extent input signals 
are exercising functional modes of the system under consideration. The existence of 
unambiguous output signals for a certain system model and given input signals depends 
on the observability of the system. The existence of an input, which will generate a 
specified output, is connected to the controllability of the system. 
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3. DESIGN AND OPERATION OF INDUSTRIAL 
PROCESSES 

Large industrial installations, such as nuclear power, offshore and chemical plants 
rely on an intricate web of supporting systems encompassing design, construction, op-
eration and maintenance. The design and construction of an industrial installation can 
typically involve a combined effort of several, tern-thousands of working hours and a 
total cost of some billion US dollars. During the design and construction project, sev-
eral hundred thousand different items are to be designed, manufactured; installed, 
tested, and documented. Special organizations and tools are necessary only to coordi-
nate and keep track of all different items and activities in building a large plant. There 
is a potential of using computer aided design systems to reach a high design quality [7]. 

The safety of the large industrial installations relies on a tradition of design and 
management which have evolved during a long time. New concepts are introduced in 
an evolutionary manner and proven design is a key requirement. The strive for a higher 
efficiency of processes and plants, however, brought forward an increasing complexity 
of the installations [8]. The complexity makes it more difficult to avoid design and op-
erational errors and they are becoming more costly due to the increased size of the in-
stallations. Rapid technological development has also introduced new solutions with 
short lead times, with the possibility that factors contributing to the safety have not 
been properly considered before the new solution is put into operation. 

The operating of modern industrial installations depends to a large extent on auto-
mation, which means that the necessary control actions to maintain the operational state 
of the process is handled with automatic control systems. The automatic control can 
functionally be divided into the following parts: 

 
• stabilizing control of single variables, 
• coordinating control for plant subprocesses, 
• start-up and shutdown automatics, 
• safety systems, and 
• interlocks. 
 
The stabilizing control of single variables makes it possible for the operators to con-

centrate on operating the plant without an excessive demand on their alertness in the 
task of keeping thousands of plant variables within their operational limits. The 
coordinating control makes it possible for the operators to execute complicated maneu-
vers in a coordinated way without an excessive demand on the number of hands and 
eyes to be used. The start-up and shutdown automatics take the plant through a series 
of coordinated state changes of subprocesses, which would be impossible to carry out 
manually. The safety systems should always be automated, because it is not possible to 
rely on human detection and actions for the most critical operations. The interlocks are 
designed to make the plant systems forgiving by locking out actions from the operator 
in certain plant conditions. 
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The process information system is usually treated as a part of the automation sys-
tem, although it is functionally a separate system. The information system and the re-
motely controlled process components make it possible for the operators to operate the 
process from a centralized control room. An alarm system is usually connected to the 
plant information system, by which important changes in the plant variables are sig-
naled to the operator. The alarm system maps it easier for the operator to detect impor-
tant changes in the process. The information-systems of the industrial plants of today 
are usually realized using computers and visual display units (VDU). 

The division of the tasks between the control room- operator and the automation 
system depends on the process, on traditions, and on staffing policies. For many proc-
esses there is a minimum level of automation needed to make it possible for a specified 
control room staff to run the plant. Ideally, increased automation will ideally make the 
plant easier to operate, but has the drawback of increasing the complexity of the plant. 
There is also a tendency of automation designers to automate only well-structured tasks 
and to leave more complicated tasks to the operator [9]. Increased automation will in 
general increase the skill requirements of the operators. 

The strict requirements for safety have introduced several precautions both in the 
design and the operation of the plants. The plants are regulated by competent authori-
ties and operational experience is collected systematically. The plants are built using a 
"defense in depth" concept, according to which the plant should withstand several de-
gradations without any danger for the environment. The principles for how the industry 
is handling safety can be seen as a multi-level hierarchical control system, where both 
feedback and feedforward control is used to ensure that safety targets can be main-
tained [10]. 

 

4. LESSONS FROM RECENT ACCIDENTS 

Event-trees are used to model the causality of interconnected events in the handling 
of industrial safety (Fig. 2). Any event is caused by one or several precursors (secon-
dary events) and has several consequences. If it is possible, e.g., by the design of the 
technical system, to prevent a specific event from occurring it is also possible to pre-
vent other unwanted events downstream in the causal chains. The direction towards the 
consequences of the events gives the importance of any single event concerning safety. 
The direction towards the causes indicates possible remedies for unwanted events. An 
analysis of accidents and incidents in terms of causes and possible consequences pro-
vides the background necessary to increase our understanding of factors that decrease 
the safety of the plants. 

Available accident reports indicate that 30-70% of accidents are caused either di-
rectly or indirectly by human errors. There are differences among industrial areas, but 
they suggest variations in the reporting systems rather than real differences in opera-
tional experience. In the analysis, the human factor should always be analyzed in more 
detail to reveal system deficiencies contributing to the error. Deficiencies in the control 
room design, errors in the operating procedures and inappropriate training may then 
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show to have been causing the error (Figure 3). The deficiencies may even suggest ge-
neric problems in the management of safety in the design and operation of the plants. 

 

EVENT

cause 1 cause 2 cause 3 cause 4

cause 11 cause 12

cause 121 cause 122

cause 31 cause 32

cause 321 cause 322

consequences A consequences B

analysis

modeling

remedies

importance
 

Figure 2: An accident can be seen as a chain of events connected by arcs of causation. 
A specific accident can be avoided by breaking the chain of causation, e.g. by im-
provements in the system. 

 
An analysis of recent industrial accidents -reveals similarities, but, also important 

differences. The chain of events is triggered by a complicated interaction of seemingly 
isolated technical .failures and human errors. There are several different groups of peo-
ple involved and the onset of the accident usually takes a long time. There is a compo-
nent of goal ambiguity, where productivity goals interact with safety goals. In many 
accidents the operators have not correctly interpreted the seriousness of the situation. 
There are also communication problems between key actors during the chain of events. 
There have usually been earlier warnings, but responsible persons and organizations 
have not been reacting properly on the experience. However, the accidents have also 
introduced some genuine component of surprise, although the deficiencies found have 
been well understood, 

There are also important differences in the accidents. Different industries are han-
dling similar safety problems very differently. There are also differences in safety prin-
ciples between different companies and even differences within the same, company. 
There seem to be important differences between different countries, which may suggest 
the importance of a cultural tradition in how industrial safety is handled. In creating an 
understanding of how the socio-technical systems are handling the safety, it is neces-
sary to investigate the reasons for the differences observed. In the nuclear industry 
these observations have led to an increased stress on the safety culture of the plants 
[11]. 
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Figure 3: Human errors can lead to safety threats, incidents and even accidents, but it 
is important to remember that the human errors also have their own causation mecha-
nisms in system deficiencies. 

 

5. MODELING THE HUMAN OPERATOR 

Psychological research has been building models of human behavior for a long 
time. The models are, however, often descriptive and not suited for making predictions 
of resulting system performance. The models are therefore difficult to use in guiding 
the design of new industrial plants. Other modeling approaches have been more closely 
connected to the engineering disciplines and models have been developed, which have 
had an impact also on the design of the technical systems. 

The approach used for the modeling of the human operator is depending on his/her 
task. The human as a part of a control loop has been modeled using control theory. 
Humans have been shown to have good abilities in adapting their behavior to the dy-
namics of the controlled system. The task of detecting a deviation from a target value 
in a set of monitored variables has successfully been modeled using queuing theory. 
Supervisory control is combining many simple control tasks, where the operator should 
be able to detect, interpret, and correct deviations from specified targets [12]. 

One approach for describing the behavior of operators of complex industrial proc-
esses has been discussed in the work of Jens Rasmussen. The task of the control room 
operator can be described as consisting of one path of analysis and one path of execu-
tion with several possibilities for a rapid transfer between states of knowledge [13]. His 
notion of skill, rule, and knowledge-based behavior has been widely adopted [14]. An-
other concept which helps the operators in their understanding of the process is con-
nected to abstraction and aggregation [15]. Rasmussen has also discussed the utiliza-
tion of different strategies for the search of the causes to some specific disturbance of 
the process [16]. 
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Figure 4: A more refined model of the emergence of human errors. 
 
Considerable efforts have been directed toward the understanding and modeling of 

human errors. One specific need in this work is connected to the probabilistic safety 
assessment (PSA) studies which are aiming at assessing the overall safety of a specific 
plant [17]. Including human errors in the PSA models implies that the probability of 
some specific human error should be estimated. Presently available models are based 
on subjective judgment and the model predictions are therefore hard to prove reliable 
and valid [18]. One qualitative model of human errors is based on the division into 
slips and mistakes, where a slip is a genuine error and a mistake indicates an error of 
intention [19]. In more refined models of human error it has been proposed that the 
causal mechanisms of their occurrence be considered (Figure 4) [20]. 

Operators are apparently building up different internal models of the process they 
are operating. The internal models enable the operators to predict future developments 
of the state of the process and by that to select efficient strategies for the solution of 
emerging problems. One part of the internal models is formed during the process train-
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ing and another part during the actual operation of the process. The internal models are 
an important part of any model describing the behavior of human operators because 
they-are governing the collection and interpretation of information from the process. In 
the case, the internal models of the operator do not correctly describe the dynamics of 
the process, it is very likely that errors will be committed. 

There have been many experiments comparing the performance of a human deci-
sion maker with a mathematically optimal decision maker. The results have shown that 
even well trained human decision makers may have problems in performing optimally, 
Many explanations have been given, but evidently, the 'utility functions` humans are 
using in their decision making tasks do not always correspond to the mathematically 
defined utility functions. One approach for improving the performance has `been to 
build specialized tools to support the decision makers in their tasks. 

The intent of the human decision maker plays an important role as a causation 
mechanism for the actions taken. This means that for the modeling purposes it would 
be necessary to include intent and its influence on and dependence of other variables. 
There have been attempts to assess the intent of decision makers by the definition of a 
subjective utility function, but intent is not a measurable variable in the same sense as 
pressure, temperature, and flow. Self-reference is another mechanism to be modeled 
because human are developing images (models) of themselves which are influencing 
their behavior in different situation. There are many speculative mechanisms of causa-
tion which have to be included if a covering description of the human decision maker is 
attempted. 

 

6. MODELING ORGANIZATIONS 

The control room operator has traditionally been the person who has been getting 
the most attentions, when the performance of the process is considered. It is however 
equally important to consider designers, constructors, maintainers, safety analysts, 
managers, etc., and the role they have in the safety of the plants. In the same way one 
should not only consider a single person in a specific position, but rather his/her com-
plete social environment. This means that the scope of the modeling should be enlarged 
to the whale organizations responsible for design, construction, and operation of the 
plants [21]. 

The establishment of an organization is necessary when a task grows too large and 
complicated for a single individual to carry out. The task is then divided into subtasks 
given to different individuals. The requirements of the whole task are handled by intro-
ducing a coordination function among the subtasks. An important concept is the goal of 
the organization which is broken down into sub-goals embodying the intentional struc-
ture built in on each hierarchical level of the organization. The goal is usually formu-
lated in general terms on the higher levels and more concretely on the lower levels of 
the organization. The goals can be described with a system, where means and ends al-
ternate on different levels in the organization [22]. 

The command and decision making structures are important for the execution of the 
tasks of an organization. The structures are assigning the responsibilities among differ-
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ent members of the organization. The organization is usually defined formally, employ-
ing both organizational charts and written job descriptions. In spite of the formal de-
scriptions, it is not always sure that the tasks are handled according to these rules, and 
one may here speak of an informal organization which is different from the formal or-
ganization. A large difference between the formal and the informal organizations can 
increase the danger of misunderstandings in how specific tasks should be handled. 

In the study, of industrial safety it is especially important to be able to model team-
work because most of the work in the industry is based on teams with cooperation be-
tween different members having different skills. A description of teamwork will in-
volve concepts like responsibilities, respect, and power. Leadership is also important, 
when the functioning of a team or an organization is considered. A leader should be 
able to introduce enthusiasm to the other members of the organization and to make 
their efforts in line with the objectives of the organization. A successful organization 
will attract skilled individuals which means that a successful organization will tend to 
be even more successful. 

The task execution in an organization relies on a continuous exchange of informa-
tion. The information system can be visualized as a network of nodes and branches, 
where messages are routed from information sources to the users of the information 
[23]. Deficiencies in the information systems can cause important messages to be de-
layed or to be erroneously routed. The communication between members in an organi-
zation will always be crucial for its performance because the division of the task into 
different subtask of different individual will require a coordination and message trans-
fer between individuals responsible for interconnected subtasks. It is also important to 
communicate the organizational goals between the organizational units. 

The incentive system provides the means for the control of individuals in the or-
ganization, where rewards and punishment will change the subjective utility functions 
of the members of the organization to be in line with the goals of the organization. 
When there are unresolved goal conflicts between the different members of the organi-
zation, there is always the possibility that intentional actions may introduce serious 
consequences. 

An organization can be considered to have a memory in the written and unwritten 
rules of work practices. Organizations are also using models of the systems they are 
supposed to control. Some models are embodied in the organizational structure and 
other in the work practices utilized. The organization can sometimes be the subject of a 
very rapid process of change and in other cases the organizational memory may be that 
rigid that no change seems possible. An organization is always depending on the indi-
vidual features of its members. Organizations have a similar kind of self-reference as 
individuals, where the image an organization has created of itself will influence its later 
behavior. This self-reference can also be seen in the commitment of the members to the 
organizational goals, which is a crucial aspect in ensuring the efficiency of any organi-
zation. 

The modeling of organizations for the purpose of understanding human errors is 
still in its infancy. The interactions between members in a small group such as a shift 
team have not yet attracted enough attention. Still it is known that different shift teams 
may have very large differences in their strategies for operating a process [24]. Consid-
ering the framework of design, operational and licensing practices, obviously there are 
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many different factors influencing how things are handled. Besides these already iden-
tified mechanisms of influence, there are many other important factors influencing the 
performance of an organization in the control of complex industrial processes. 

 

7. UNSTRUCTURED DECISION MAKING SITUATIONS 

Most of the modeling efforts in the study of human decision and choice have been 
directed towards well-structured decision making situations. Apparently an understand-
ing has to emerge from simple cases to more complicated, but real life decision making 
often has a flavor that simple-models cannot describe. The concept of unstructured de-
cision making situations is making a distinction between situations which are fairly 
well understood and those that are not. 

In building an understanding of the behavior of a decision maker, it is necessary to 
build an understanding of the decision making situation itself. A decision error actually 
implies the existence of a correct decision which can be assured only in well structured 
decision making situations. For many real world decisions it is only possible afterwards 
to tell the correctness of a decision. 

Much of our understanding of human decision making relies on the concept of ra-
tionality, which has been discussed extensively' in management science literature. Ra-
tionality is relying on a subjective utility function which gives a definition of superior-
ity of a specific choice as- compared to a set of other choices. Rationality of individuals 
is seen in their efforts of optimizing their own subjective utility functions. Experiments 
have shown that the actual utility functions used tend to be much more complicated 
than usually thought. 

A decision making situation can formally be seen as an optimization problem com-
bining the following three parts: 

 
• an utility function, 
• a set of feasible actions, and 
• a system model. 
 
The utility function, in which the value system of the decision maker is embodied, 

establishes an order relation between different outcomes. The set of feasible actions 
gives the different opportunities the decision maker has to his/her disposal. The system 
model connects the actions to the outcomes and by that to the utility function. Real 
decision makers seldom formalize their decisions into such an optimization problem. 
Instead they are to a large extent using experience and intuition to select feasible op-
tions and to evaluate their relative merits. 

This simple model of a decision situation provides several extensions towards more 
realistic situations. Several interacting decision makers with partly or completely com-
peting objectives provide important extensions treated in the theory of games. A single 
valued utility function is not enough, where a compromise between multiple incompa-
rable values has to be found. A straightforward generalization of the simple decision 
making problem is to consider stochastic systems instead of deterministic. Additional 
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generalizations are obtained when there are actions making it possible to influence the 
utility function, the set of feasible actions, or the system model. 

A decision situation can be considered a simple situation of choice when the differ-
ence in utilities between different action alternatives is small. A typical example is the 
selection of, a dish from a menu in a restaurant. Decision situations with a higher stake 
involved are typically given more resources in terms of efforts spent in optimizing the 
decision. 

One difficulty associated with the real world decision making problems is to make a 
proper consideration of the time span of the optimization. A long span of the optimiza-
tion is not always in the interest of a decision maker because the optimal solution can 
tend to give the benefits very late. A short span of the optimization can also be coun-
terproductive because there are cases where an early investment in obtaining a favor-
able situation will pay off later. The use of discounted utilities can to some extent solve 
this problem but will, on the other hand, make the problems more difficult to solve. 

In spite of the existence of well-structured decision making situations, there are ex-
amples where even simple problems show astounding properties. Non-linear differen-
tial equations are exhibiting chaos which makes their responses unpredictable. There 
are also examples of simple differential equations, which can go through a rapid unex-
pected change (catastrophe) if their state is taken through the existing folding of the 
state space. There are also simple games (e.g., prisoners dilemma and free rider) which 
have not yet been analyzed to the necessary depth to provide a full understanding of 
their inherent dynamics in an iterated play [25]. 

 

8. DECISION SUPPORT SYSTEMS 

The fording that humans have difficulties in performing optimally in certain deci-
sion making tasks has led to the introduction of different decision support systems. The 
support systems can be aimed at different stages in the decision making situation, such 
as the detection of the need for a decision (alarm function), the search for the causes of 
the process upset (diagnosing function), and the evaluation and execution of decision 
alternatives (execution function). One approach in the design of decision support sys-
tems is to consider classes of typical decision errors and to suggest specific support 
functions, by which these decision errors can be avoided. This bottom up approach has 
the danger of building up poorly structured systems, but if it is combined with a top 
down consideration of the requirements it can be a viable approach. 

Decision support systems rely on a task division between the operators and the 
automation. The bearing design principle is to assign the tasks so that the abilities of 
the human can be utilized in the best possible way. There have been suggestions that 
the decision making should be automated as far as possible. However, this is not the 
correct way of improving decision making quality for unstructured decision making 
situations. There are however tasks where the human capacity limitations, e.g., short 
time memory requirements, require extensive calculation, high reliability, and accu-
racy, what makes automation necessary. Tasks which are automated are by definition 
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well structured because otherwise it would not have been possible to formulate them as 
unambiguous algorithms. 

The design of an operator support system should always be based on a clear struc-
ture of the different functions included [26]. Many good principles for the design of 
control rooms and decision support systems have been developed. The principles en-
sure a prototype applicability of the systems which is necessary in avoiding the frustra-
tion of adapting to inconsistencies in the systems before the users can gain any benefit. 
It is also important that expectations of the operators are reflected in the design of the 
support system to make it easy for him/her to find and use different functions. The sup-
port system will to some extent also influence the task and the organizational structures 
at the plant. 

One of the problems with present solutions of giving the operators support in the 
control rooms is associated with the handling of alarms. The present approach, where 
each process variable has a defined alarm limit and an associated alarm in the control 
room leads to a situation where also small process upsets can trigger an avalanche of 
new alarms. The operators have then large difficulties in separating relevant from ir-
relevant information. The utilization of intelligent alarm systems, where irrelevant in-
formation is suppressed, is the obvious solution of this problem [27]. 

The handling of the complexity of the industrial plant is another important task of 
the support system. The complexity is due to many interconnected systems, subsystems 
and components. The complexity is also increased by the large number of different 
physical phenomena, which are utilized in different parts of the plant. The automation 
is also increasing the complexity of the plants by adding another level of interconnec-
tions between the different parts of the process. The support in handling the complexity 
can be built as an intelligent interface which has many paths of association between 
different pieces of information. 

There have been arguments on the advisability to let the support system give rec-
ommendations to the operator. The arguments are to some extent reflecting the role of 
the operators in the control room and to some extent the consideration of structured and 
unstructured decision making situations. It is not advisable to give the operators rec-
ommendations in unstructured decision making situations, because there is no assur-
ance that the designed algorithms will be efficient. On the other hand it is important to 
note that an unstructured decision making situation may change into a situation where 
clear and simple algorithms can be applied. There will also be the problem of how re-
sponsibility is shared between the designer and the operator in the case the system 
gives an erroneous advice. 

Artificial intelligence has been seen as a panacea to the problems of supporting hu-
man decision making. In spite of the potential of the technology, it is important to note 
that the methods still require the formalization of the problem to a degree that seems 
impossible for unstructured decision making situations. The suggestion of bringing in 
expert systems in the control rooms of the industrial plants also contains a danger of a 
too large reliance on the automated decision making. The use of expert systems for 
potentially dangerous processes will also bring forward the need for validating the cor-
rectness of the advice they are giving. 

In spite of the limitations of artificial intelligence technology in providing a base for 
building operator support systems, obviously there are potentials for many improve-
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ments in present systems. Different operator support systems have been proposed- and 
the concept of safety critical functions have now been widely adopted [28]. Efficient 
hardware and' software have the potentials of bringing down the development costs of 
the support systems. Automated reasoning can have an impact on the quality of the new 
systems [29]. Before the new methods can have their' full' impact on the operation of 
the complex industrial plant there is still a large amount of work to be done in which 
the decision making situations should be structured and formalized. This will imply the 
development of qualitative modeling methods and better systems for handling reason-
ing about plant concepts and relations. 

 

9. FUTURE CHALLENGES 

The human part of the socio-technical system is very complicated and still poorly 
understood: To improve the safety of the industrial installations it is necessary to arrive 
at a better understanding of how different contributors are influencing the possibility of 
human errors. To improve the safety of industrial installations, there is a need for mod-
els by which it is possible to predict the' performance of the complete socio-technical 
systems and to use these predictions to optimize the design' of the systems. 

Efforts in human-machine research should also aim at a systematization of existing 
knowledge to make it more easily available in guiding system design. In building better 
models of the industrial systems it is also necessary to understand the shortcomings of 
different modeling approaches. Especially for the modeling of socio-technical systems 
there is a need for merging quantitative and qualitative modeling approaches. 

Models, analogies, and metaphors that humans are using in unstructured decision 
making situations are actually parts of an understanding of the world. Better insights in 
how these mechanisms are functioning would probably provide the guidance also for 
the' design of better decision support systems [30]. 

Handling the complexity of industrial installations during design, construction, and 
operation is necessary in ensuring the safety of the installation. Proper ways of structur-
ing the information connected to the plant, the control task, and the operators have to 
be found. This implies again that a better understanding of the cognitive functions of 
the operator should be available. 

Modeling human cognition and understanding is one of the challenges for systems 
analysis in the years to come. This work cannot be done without combining very many 
different skills into a coordinated multi-disciplinary effort. 
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